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Abstract Robust BaseLine (RBL) is a formal technique for similar segments, (4} is repeated persistently on a trace, and
extracting the baseline of network traffic to capture the (3) it contains most of the energy of the signal. The -base
underlying traf fic trend. A range of applications such as anomaly  pattern in effect captures the most prominent features of the
detection and load balancing rely on baseline estimation. Once traffic trace such as modes, trends and igrad. Having a

the fundamental period of the pattern for analysis is recognized, simple and compact representation for the {patern is useful
eg. based on user interest or a period detector such as for gpplications such as characterization of network traffic in

Autocorrelation Function (ACF), the basic extraction is carried  tarms of traffic matrices. which otherwise would require
out in two steps. First, the common component across the dataset frequent updates '

is separated using Robust Principal Component Analysis
(RPCA). The fundamental pattern in the common component is A. Contribution

Second step, Seaiing Tactors required to it the baquattern back 1S Paper develops a novel formal scheme for extrasting

. P 9 quire RobustBaseline (RBL) of a traffic trace. Given a traffic trace,

into the data are returned automatically by PCA. Two types of the scheme returns thmost common and brominefase

traffic baselines may be extracted: RBLL captures the common : . P .

behavior across time on a single lik and RBL-N captures the pattern in the datgset, along with the scaling Coeff'c'er.‘t$ to
construct thebaseline. The scheme is developed formalizing

common behavior across a network of links, i.e., in space. RBN . ; 2
is particularly useful for specifying traffic matrices more features an expert would perceive as constituents of a baseline:

efficiently over time, which normally requires multiple updates to @ common, prominent and perhaps smooth extradtiothe
follow baseline trends. The derived bsepatterns for a single link ~ data trace. The novelty of the work lies here. Mathematical
or a single time period is then extended over the entire network tools are applied in ordeto realize the perceptions of a

or thru the entire observation period with a compressive analysis. baseline. The scheme employs Robust Principal Component
The compressed baseattern provides a smoother baseline and Analysis (RPCA) [3], a technique that recently has received
also a filter to separate baselia traffic and the deviations on the  much interest for separatirtje commoncomponent, i.e., the

fly from traffic measurements. When compared against BLGBA  |ow rank componentacross the dataset. The maslient
(Baseline for Automatic Backbone Management) the proposed component comprised of significant principal components in
scheme provides a less noisy, more precisely fitting baseline. It is the common component is themtracted using classical PCA.
also more effective in revealing aomalies. Following that, a compressed representation for the -base
pattern is proposed. The compressed representation builds a
smoother ersion of the baseline. Furthermore, compressed
representation is also used to build a filter to separate baseline
. INTRODUCTION from traffic intensityin reaktime.

Trends in traffic such as peaks during busy hours and The formal scheme presented is dataset independent. The
valleys during inert hours are naturatcurrences Traffic ~ scheme operates on a data matrix which couldeeitoe
baselines represent sugbneraltrends. These baselinaghich  multiple time windows on a single link or a data for single time
often arerepetitive and perhapdeterministic,carry a large window on multiple links.In the former arrangement, the
fraction of information abouhe traffic and play a vital role in  baseline behavior over a lirdcross time is foundind referred
traffic engineering, network design, load balancing pricing.  to as RBLLink (RBL-L). Whilst the latter will deliver the
Extracting the baseline behavior from a traffic trace is @aseline behavicacross the network over the considered time
subjective task, based on how the baseline is perceived. window, and referred to as RBNetwork (RBL-N). The

. . scheme is also capable of revealing more subtle patterns that

The fundamer structure of the baseline is termed 5re puried i isy data segmerithe tunable parameters and

~ ; . ; n
fbaseline patiemo  The baseline of gcofibdetih for cabtfpardmfoter Sdatso dBckssed.
viewed as a series of scaled baseline patterns. The baseline

pattern (or baspattern) captures the following ideas: (1) it B. Related Work
represents a segment that cannetbboken down to smaller The importance of traffic characterization is emphasized in

This work was supported in part by AFOSR Contract FA9BE-009Q [7]. However, the widely used randeprocess based traffic
and ERC program of NSF Award Number 0313747 models overlook deterministic baseline behaviors [25]. An
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extensive survey of trA€ identification can be found in [13]. Section 1I.B. RPCA basl common component separation is
Lack of a proper definition of a baseline has challenged traffidetailed in Section II.C and PCA basedlient component
characterization attemptA. simulated networks used in [17] extraction in Section Il.DAdditionally, compressednalysis

for the baseline characterization in a tactical securitpon the extracted baseline is addressed in Section II.LE and a
architecture. In much of thé&drature, the baseline behavior of filter to separate baseline fromaffic measurementsn the fly
traffic is mostly characterized rather than being extracted. This discussed in Section II.F.

difference here is thatharacterizatioris not constructive, i.e.,

the returned properties are not sufficient to build a baselin@: Data Arrangement

trace, whereasxtracton filters out the baseline trace from the ~ The scheme extracts the baseline théic trace arranged
data trace. A more simplistic approach in [9] uses average arid & matrix, referred a¥. Two arrangements are possitdata
variance to characterize traffic, and uses daily variation t&races of multiple links over the same period of tioredata on
account for dynamics. Such approaches are convenient far single link broken intowindows When data traces of
implementation. The characteation proposed in [9] is tuned multiple links over an arbitrary peridd is arranged into rogy

for QoS routing. A statistical approach in [6] uses marginal anthe scheme returns a basattern valid for all the considered
multi-variate histograms of traffic features to characterizdinks over the period. Due to its validity over the space, it is
baseline behavior. Use of Principal Component Analysis € f er r ed as -paterrifsh laks ara tonsiddred,s e
(PCA) for classifying baseline and anomalotraffic is  then the data matriX = { Yy} sy With links m= 0 éV(-1) and
discussed in [27]in [8], entropy based clusteririg usedon a  sampleindices n=0...(N-1). The goal behind analyzing time
five-tuple characterization (source and destination; IP and portyindowson a single link is to identify a bagattern valid over

and the protocol). This work is further extended in [12] bytime for the considered link therefore is referred as the
developing a real time traffic filter. An entropy kdsprofiing fit e mp o r-pattetn.Hdreatlsedime windowN is chosen as
scheme for attack detection is presented in [14]. A Hiddedescribed in the next sectiohhe choice of the arrangement is
Markov Model (HMM) is used in [11], which also presents aapplication dependant. For example, anomaly detection may be
good survey emphasizing the need of an effective traffic modemore effectie with temporal arrangements; whereas traffic
The approach in [18] uses a Gaussian mixture model fartharacterization may prefer a spatial arrangement.

baselinng network traffic. Some models are driven by theB The Fundamental Period
nature of traffic, such as burstiness and -skffilarity. An '

alternative is to use a token bucket scheme to meter bursty TO best capture temporal properties of the baseline; time
traffic traces [15]A seventuple characterizatioim [10] usesa ~ Series has to be broken into cyclostationary periods [28]
selfsimilar modl parameterized withthe minimum, the referred tohereas the fundamental period. If the entire time
maximum andthe degree of sel§imilarity using the Hurst series isT samples long, and fundamental periodNisthen
exponent. In a more cross field approach to classify networlime-series in broken inté windows, where G0 Q. Then
traffic, Grey Level Ceoccurrence Matrices (GLCM) are used the time series/[t] is arranged rowvise on a matrixY =

in [20]. Here, the idea is to interpritle nature of traffic as the {Ymdmsn ; time window m= 0 éM-1) and sample index
texture of an image. BLGBA proposed in [19] serves as the=0...(N-1) s.t. t=m®+n and Y., = y[t]. A poorly selected
baseline scheme for GBA tool (Gerenciamento de Backborgeriod N will mis-align and truncate patterns, hampering
Automatizado : Automatic Backbone Management). Two typesecognition ofthe besbasepattern.

of baseline sets were used in BLGBA: a set labklethaving

separate baseline for each day of the week, and a set labeled__ YWile Internet traffic in general exhibit trends that repeat
3 having a baseline for the week days, one for Saturday aﬁ%eek after week, suchperiod may nohecessarilibe obvious

one for Sunday. As an extension, [16] uses BLGBA baseﬁr clear in other networks. Correspondingé series may not
baseline and-4neans clustering for anomaly detection. ave weldefined frequencyroperties Therefore alternative

methods haveo be employedn identifying the fundamental

Rest of the pper is as follows. Section Il explains the period(N) of the traceAutocorrelation Function (ACF) can be
theoretical basis related to separating the Jpasiern from a  used to estimate the period by posing the candidate period as
data trace. The derived scheme is applied to real data and the lag of the functiofi].

results are shown in Section lll. Section IV addresses some

L . - El(y|k]- k+t]|-
applications of the proped scheme. Section V provides a Ry[t]= [<y[ ] msyz[ ] nj] (1)
discussion on the scheme and Section VII concludes the paper. . . : . L

! pap wherey[K] is the timeseries mis the mean of the series’ is
.  SCHEMEFORBASE-PATTERN SEPARATION the variance of the series, andis the lag. Then the optimal

This section explains the formathemeusedto separate estimate for periodllis given by:
basepatterrs from traffic patterrs. The basepattern is expected N = min &9 o [t] (2)
to capture a significantréiction of the traffic behavior, and y
stand as a good representation for the traféadr Therefore If there happened to be multiglevalues that will maximize

the basepattern has to be (1) always present in the fré®e the ACF,thenthe least is takerMore efficient cycle detectors
common to all links,J) a prominent component in the trace, can be employed when the search gpis large.

and preferably (4) hasa compact representatioBelow we .
considertwo arrangementsor data one extracting baseline C: Theé Common Component Across Time

behavior over time and the other over spadée network The most common component the datasets identified
Finding an optimal period to break tinseries is discussed in using RobusPCA [3]. Different from the classical PCA,



RPCA breaks a given matrix into a low rank componerit
and a sparse componéus in(3).

Y=L+S (3)
Such that
argmin 4
L,S HLH* +| ‘gl ( )

where||§} is the nuclearnorm (the sum of the singular values)
| is the Znorm andtypically, | =1/./max{M,N)is chosen.

This optimization problem is solved asn Augmented
Lagrange Multiplier problerf2] with linear convergence

The rank deficient componeht carries elements common

to all rows (i.e, periods or links). The rank deficiency often is ‘
interpreted as follows: the pattern in each row is a lineg |
combindions of a few contributing sources. Since the few
sources are common across the matrix, this low rank matr

represents the common component in the data. Traffic on
network on the other hand is the result of a large number
traffic sources. Howevethere are certain underlying repetitive

phenomena, such as work hours and work patterns, whq b .
aggregated over a large number of users, result in equivalg

logical effect on network traffic.

Our interest is on the low rarikkmatrix. Each row ot is
the component in the corresponding rowYotommon with
rest of the rows ir¥. ThusL carries the common component
across the dataset. The amount of details of traffic spl
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Figure 1. Autocorrelation function at different lags for all links
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Figure 2. Traffic observed over a period of four months

captured. With a highex a basepattern that reembles the low
rank component much closely can be derivétbwever, that
will require selecting more PCs which also calls for

between the sparse and the low rank components are balandegintaining more weights for each realization.
by . Here,| canbe treated as tunable parameter to make the Tne resulting timeseries p[n] is present in all rows of Y

low rank matrix (which is of our interest) detailed or less.

D. TheSalientComponent

Next, thesalientpatterns inthe common componewf the
datasetare identified. They formulate the bagmatterns of the
datasé Here we apply PCA [4] to the matrix. In a Singular
Value Decomposition (SVD) approach to solve PCA,
decomposes to:

L=UBd" (5)
and the principal components (PCs)Lgfrojected on the basis
of U" are given by:

Ud=sS& " ={L} ; i40é(M (6)
Each principal component;j can be expressed as

Li= Si®'iT (7)

wheres; = S;.

Then the least number of PCs that will satisfactorily captur

and captures much dfi¢ behavior of the dataset. Thus we call
pl[ n], HA)=adtbe(bdbpattern of the dataset Y. The base
pattern can be scaled back into the dataset using the
coefficients in U, constructing a baseline for the dataset. For
example the baseline for thé' row of Yis:
P, =& U(mi) &, (10)
il

This baseline is robust againsbntaminations such as
anomalies in the dataset. Thus is referregisttheRobust Base
Line (RBL). The RBL constructed with temporal bgssterns
yields a robust baseline capturitige baseline behavior of a
link; therefore is referredo as RBL-L (RBL for a link).
Similarly RBL constructed with spatial bapattern represent
the baseline behavior over the network, and is refeess
RBL-N (RBL for the network).

e

the information in the trace is selected. They are summed 6. Compact Represeation

form thesalientcomponentp).

p={L};il | (8)
wherel is an index selected, s.t.,
alul,> aaul, (9)

wherearg min ||, anda<1, but close to IThe selection criteria
for the index set is the least number of prin@pcomponents
to represent most of the variancelof It is important tonote
that computing the PCs of thé matrix need not be done
explicitly asa part of singulavalue shrinkage in RPC#he
SVD of L is computed, and therefore PCsLofan be directly
tapped from the algorithmn selecting PCs to builthe base
pattern the parametardetermines the amount of energy to be

The basepattern extracted above has a dimensionafity.
Also the analysis done so far is data independent. It is quite
likely that further analysis is possibtkie tothe nature of the
Internet trafficdatg which will allow a compressed desciipt.
Here we propose a compreassi strategy to reduce the
dimensionality of the bageattern.When long time windows
are considered, e.gweekslong traces with minutes of
sampling intervals, a certain degree of periodicity can be
expected which in turn will allow for a compressed
representation of in the Fourier domairtere, for
demonstration purpogbe compressibility in the Fourier basis
is usedBut we acknowledge the possibility of employing other
basis appropriate for a given datasehe dc component of



Fourierdomaincorresponds to the mean of the tisezies. It However, if either the different links or the different
is automatically includgin the basepattern.Next, to selecthe  fundamental periods hawisparatdraffic trends and structure,
other frequency componentsonsiderthe Discrete Fourier there would be a fewsalient traces characterizing these
Transform (DFT) of the basmattern different groups.
Plk] = a pn] & ZNPI nk (D The publically avdable dataset from Abilene network [5]
is usedn this work It consists of 28 links spanning the United

We seek a mlnlmumardlnalltysubset of frequency indices States. The dataset provides throughput on the links sampled at
(zeroth frequency is automatically included) that will capturefive minute intervals, starting from October 62005. At
the requirecenergy (variance/information) of the system. Sincesampling period of five miutes, each link produse2016
network traffic traces are real valued data, we also need &amples a week. For the results presented below, 50 weeks of
maintain the symmetry in the frequency description. Thereforejata on the 28 links are used.
we select a subet of frequencie& (referred as the dominant

frequency sehereforth); s.t. arg minK|, ki K, (N-k)i K and The Abilene dataset however is fairly stable and has similar

traffic structuresacross time The traffic structure between

k0. links is dso quite similar Such a nature results in a single or
4 (K2 a a (p[k]) (29 perhaps a very few salient componems. discussed above
K K this may not be the case with aggneraltraffic dataset. If a
wheread <1, and p T eThe resuling seK »f Odatasetof heterogeneous or disparataffic structures were
frequency components inclusive of the zeroth frequency is @sed, we expe¢b seemoresalient components as explained in
goodsmoothapproximation to the bagmattern. (8). These components will capture the principal structures of

different groups. TheveightsU(m,i) in (10) will expresshow

each sample is biased to each salient component. Thus even
To make the compressed description obtained for a singléenderheterogeneousaffic trends, the schemaill extract the

link valid for the entire networkr the compressed description salient trends as the baseline.

obtained for the network over a single time window valid forB Estimating the Period

multiple time windows the union ofthe dominant frequency ~ 9

sets is taken. If the dominant frequency set oflitde window The fundamental perio of data is found using the ACF

i) is K, and if the network has sonm links (or q time  as explained Section II.B. Figuleshows the variation of ACF

windows) the dominant frequency siétfor theentirenetwork  for all 28 links over lags up to 10,000. The ACF is maximized

overa selectedime historyis, at lag 2016, which correspond to a period of a week. Therefore,

K=KoCKiGCé CKga. ( 1 3)a week (2016 samples) is selecteq as the fundamental pe_riod

The analysis above permits designing an fifd@r for  of the dataset. The ACF for a period ofay (288 samples) is

basepattern separation in refine. The goal of the FFTiter ~ also indicated in the plot. In fact, choosing a week as the

is to break a given time serieg[t]) into its basepattern duration of the baspattern can be supported visually as in Fig

component ¥g[t]) and the deviation from the bapattern 2. Figure2 shows throughput over a period of four months (16

component Yp[t]) on the fly. The most interesting feature of weeks). A pattern that repeats 16 times camaied in the

the filter is, it bypasses all the processing required to obtaidigure.

the bas_eline and returas approximat_ion _fothe basgline (and C. Identifying the Bas®attern

the deviation) only with a frequency filtering operation.

F. Extending over th&econdary Dimension

Data arranged as per Section Il.A are decomposed using RPCA

ylt] = ys[t] + yolt] ( 1 4)to alowrankL component and sparseS component. Figure 3
1 201 N-1 -2 shows an example of temporal bgsdtern extracted for a 10
yelt] ‘ﬁkI&K}eN aoy[J]Q " (153 )Week long trace. The 10 week data block is broken into
J separate weeks amdranged as a 12016 matrixY (five rows
Similar to (15), y[t] is found by replacing {TK} with its of which are shown in Fig 3(a)fhenY is decomposed tb
complement. andS (shown in Figs. 3(b) and 3(c) respectively) as per (3) and
(4). As expected. turns out rather similar in all the rows, and
. ReEsuLTs differences are pushéd S. The rank ol is reduced to 5 from

In this section we present results of applying the proposetO inY. Then PCA is applied tthe low rank component to
baseline detection for Internet traffic. Results related tddentify the mostsalient time-series common to all time

compactrepresentation of bagmtterns are also included. windows. A sufficient number of PCs has to be selected to
capture much of the details. Figude shows the decay of
A. Dataset principal componentsf raw dataset and dRPCA low rank

The nature othe dataset plays a key role over the extractedomponentfor both spatial and temporal arrangemeiitse
baseline. The baseline extracts the prominent and commdeys in the legendare to be interpreted as, temporal: time
structures across the datadeleally, it should avoid sudden series on a single linkspatial time-series of multiple links,
impulses whichmay arise due to unusual customer behayiorsPCA: PCs ofY, and basgattern: PCs oL. The low rank
attacks, network failureand other causes of traffic anomalies.component of the temporaarrangement has the fastest
If the basic structure of trafficwhere the peaks and valleys lie, decaying PCs. In fact the first PC ige0 an order of magnitude
is common, irrespective of increasing, decreasing or evelarger than rest of the PCs. Therefore only the first PC is
oscillating traffc trends,a common baseline is extracted. enough to obtain the temporal basstern for this dataset.
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Figure 3. Sparse and low rank decomposition of a 10 week window: (a) data matrix Y, (b) low rank componentL, and (c) sparset ©f(deocomposed
throughput vs sample index)

throughput
throughput
throughput

D. FFT-Filter FFT-filter output baseline described in Section II.F, and with

The basepattern for the Abilene dataset shows certainOW-pass fiter baselining, where traffic is filtered thru a lew
periodicity suggesting the applicability of the proposedPaSS filter to extract the baselina.BLGBA bl-7 each day of
compressed analysis, and the Fifer. Fourier analysis fche wee_k. is modeled |nd|\_/|dual_ly. Realizations for each sample
revealed the magnitude of the zeroth frequency for any link i§ classified by BLGBA into five classes and the maximum
at least arorder of magnitude greater than other frequenc;yalue in the clasgreater than or equal to the 80% percentile is

components. After the mean, about 85% of energy on averadak€n to be the baseline. Owing to the nature of the scheme,
of all links is concentrated in a subset of 10 frequenc LGBA baseline lis above the traffic tracenost of the timg

components. Thus we build an FHlfer to select the ten '€ it overestimates, whereaRBL follows the fundamental
frequency components with largestagnitudes. It was also trace in the data. BLGBmdependentIy looks at rgallzatlons of
found that, the superset of these frequencies, even across m%w]dual sample points and seledse; thereforeit losesthe
entire network consisted of only 13 unique frequencies. Thiklationship between adjacent samples. This leads to a time
results in a compression from 2016 frequency component basgiSe uncorrelated noisy baBee. In RBL, relationships
pattern characterization to a 13 frequency camepo Petween samples are maintained.

characterization. Figure 5 shows the filtering performed usin 0"
the 13 frequency component filter on five sample time serie &
The resulting filter separates baseline from traffiepbgsing ~
the tedious processing required in the scheme. Also, once t 3 108 \},‘i —
FFT-filter is designedit may be valid over a long period of @ T s v
time due to the stability of the bapattern as discussed later. ' .
E. Comparison E 10" [~ spatial PCA A
i Z temporal PCA
To evaluate the effectiveness of the proposed scheme, \ «spatial basepattern
observe how closely the baselines capture raw traffic teaubs o temporal basepattern
avoid anomalies. Here we compa®8L-L and RBL-N with 107 I2' . 1{, 4'l 5
rincipal Componen!

temporal and spatial PCA based baselinings [27], bbhseline
in BLGBA proposed in [19] and subsequently used in [16][21], Figure 4. Decay of magnitude of principal components



raw time-series base-line deviation
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Figure 5. Sample operation of FFilter: (a) raw timeseries, (b) filtered baseline, (c) deviation of from baseline (decomposed throughput vs sample index)

Further, BLGBA returns one fixed pattern for thetien the best fit to the traffic, whilst avoiding anomaliés. pointed
datasetHow that pattern should be scaled and shifted to fit taut in [26], PCA based methods can sometimes be vulnerable
individual realizations, i.e., individual links or weeks, is notto large anomalies and certain noise conditions. Figure 6(d)
addressed. In RBL, as the final pattern is the output of PCAhows an example where PCA methods &&1-N fail to

the scaling coefficients U(m,i) are automatically available  detect a large anomaly. However, tRBL-L was capable of
can be seen in Fig 6, BLGBA is rather noisy defeating the vergletecting this anomaly. Anomalies with long durations deform
purposes of having a baseline. RBL baselines are consistehe frequency based baselines, as they form large low
and also display less varianc#Ve do acknowledge the frequency descriptions. The long anomaly in Fig 6(f) goes
simplicity of BLGBA and the ease of implementation. undetected by frequencydsd methods.

However, with the avkability of hardware such as FPGAs and The st thi bust principal t based method
monitoring devices with significant computation and. € strength In robust principal component based methods

communication capability, the accuracy gaafsRBL is not 'S _that they are fairly immune to abrupt changes, such as
hard to realize ' unexpected customer behaviors. But methods based on

classical PCA, and methods that consider every sample with

In Figure 6 we demonstrate anomaly detection in thre@qual importancesuch as BLGBA, gain a bias from such. As
selected traces, using each of baselines. The first (Fig 6(a) the baseline is expected to capture the typical behavior, such
and 6(b)) is an example of a typical trace. The second (Fig. 6(§)a§es are und_eswqble. Furtherm_ore, when there are tr_en_ds in
and 6(d)) has a large anomaly. The third trace (Fig. 6(e) ar{qafﬁc, RPCA |d_ent|f|es them_qwte effectively even if it is
6(f)) has a londasting anomaly. Figures 6(a), 6(c) and 6(e) hidden. This is discussed Section I11.G.
show the baselines generated byrioids methods super Stability
imposed on traffic, in an attempt to see how closely eacﬁ' : _ . .
baseline follows traffic. Figures 6(b), 6(d) and 6(f) show the_ Here, we investigate the stability of the basetern. In Fig.
anomalies detected using each method. Anomalies are detectedWo extractionsof basepatterns are considered: using 10
by observing large deviations from baselines. Heregtia is ~ Week blocks and using Sweek blocks Then the cross
recognize the effectiveness of each baselining technique f§Prrelation betweehasepattern of eactof the blocks against

anomaly detection. Observing Fig 6(a) BLGBA shows a nois;}he basepatternof the initial blockis observed to assess the
over-estimating baseline. stability. Furthermore, cross correlation of the data for the same

time intervals is also presented, to assess degree of similarity.
The frequency based methods provide a smoother baselida can be noticed, with the exception efvBek basepattern
and PCA based methods closely follow the itafRBL shows  for the weeks from 10 to 15, others show a high correlation to



the initially derived baseattern. This indicatethatthe base  G. Patterns Buried in Noise

patternof traffic is fairly stable for this datasetndit requires The advantage diaseline detection with ormal scheme
less realizations to calculatasfew as fve weeks The cross s that it may reveal underlying patterns that are more subtle
correlations for base_hlnes' always lie above_cross correlations\q puried in noise. An example of such is previewed inrig
for raw data- a verification that the baselines capture theg Figyreg(a) shows weekend traffic on five different weeks.
common components in data. is not much clear whether an underlying pattern exists between
Saturday afternoon and Sunday morning (indicated by the box).
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Figure 6. Comparison of baselines and application on anometlyation (a) a typicakraffic trace (b) anoamlies detected on a typitralffic trace (c) atrace
with a large anomaly(d) detecting large anomaliesind (e) atracewith a long anomaly (f) detecting a long anomaly (throughput vs sample ifdhex)
instances at which anomalies have been detected by different strategies are also identified at the bottom of Figu@st6(bh@nce clarity.



applications. In green computing applications, energy
demanding resources can be scheduled to be online based on
the demand/utility/base pattern.

Anomalies are large deviations of traffic from the expected.
Baselining is an obvious choice for defining the expected
traffic. When the difference between the observed traffic is
beyond a certain threshold, say, a few times the standard
deviation, then th observation is marked as anomalous. With
an implementation such as the FFT | t er 6s de
component as explained in Section II.F, the deviation from the
expected traffic can be readily extracted from the trace. The
output here is dérended for the &seline, andherefore can be
thresholded with a fixed value to maakomaliesFigure 6also
showsfew examples demonstrating the effectiveness of using

RBL for anomaly detection. Here, all the methods are tuned the
Figure 7. Variation ofcorrelationof the basepatternand traffic same to declare measurements abovestandard deviations
as anomalous. BLGBA misses a few of the prominent
However, when RBL is applied, it reveals a pattern irufdg anomalies. PCA based methods overlook large anomalies;
8(b), that can be verified by supenposing back on the traffic while frequency based methods miss long duration anomalies.
trace as in Figre8(c). RBL effectively captures most of the major anomalies in the
trace, whit escape most other techniques.
IV. APPLICATIONS
Utilities of the basepatternp[n] and its compact version
ypl[t] include a number of applications in traffic engineering.
Range ofapplicationsincludes traffic characterization, load
balancing, building robust networkand pricing. The traffic
baseline also may be related to the utilma and the
availability of resources required by load balancing

Knowledge of baseline traffic behavior is useful in network
planning and operations. Features such as resource demand
dynamics, maximum and minimum loadings are well described
by traffic baselines. Therefore baselines ftatéi decisions
regarding allocating and scheduling resources. Traffic Matrices
(TMs) are a widely used in applications such as QoS routing
and network capacity provisioning [24].
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Figure 8. Example revealing subtle patterns; (a) raw time series (bffitEfled smooth baseline; (c) baseline suipgposed on data (decomposed throughput vs
sample index)



