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Space-time signal processing for distributed pattern
detection in sensor networks
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Abstract—A theory and algorithm for detecting and classi-
fying weak, distributed patterns in network data is presented.
The patterns we consider are anomalous temporal correlations
between signals recorded at sensor nodes in a network. We use
robust matrix completion and second order analysis to detect
distributed patterns that are not discernible at the level of
individual sensors. When viewed independently, the data at each
node cannot provide a definitive determination of the underlying
pattern, but when fused with data from across the network
the relevant patterns emerge. We are specifically interested
in detecting weak patterns in computer networks where the
nodes (terminals, routers, servers, etc.) are sensors that provide
measurements (of packet rates, user activity, central processing
unit usage, etc.). The approach is applicable to many other types
of sensor networks including wireless networks, mobile sensor
networks, and social networks where correlated phenomena are
of interest.

Index Terms—Pattern detection, matrix completion, robust
principal component analysis, anomaly detection, `1 methods.

I. INTRODUCTION

We present an approach for detecting sparsely correlated
phenomena in sensor networks. The patterns of interest are
weak and distributed across the network so that they are
inherently undetectable at the level of an individual node. Only
when data is aggregated across the network both spatially
and temporally, and appropriately analyzed are the relevant
patterns revealed — an approach we refer to as space-time
signal processing.

During a distributed attack, the time series at any given
link or node may not appear suspicious or unusual, but when
examined in the context of multiple correlated links with
respect to prevailing network conditions, the distributed pattern
appears as a discernible correlated anomaly.

Our work leverages recent progress in compressed sens-
ing [1], matrix completion [2], robust principal component
analysis [3]–[5], and simple model discovery [6] to provide a
mathematical foundation and computational framework for an
unsupervised learning algorithm that detects weak, distributed
anomalies in sensor data. This is in contrast to supervised
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learning algorithms in data mining [7]–[9] and machine learn-
ing [10]–[13] that typically require large amounts of labeled
training data, predefined models, or expert knowledge.

Our definition of “pattern” is based upon the principles
of low-rank and sparsity. Data collected from a network is
flagged as patterned if a sparse subset of nodes exhibits
correlations that cannot be explained by the low-rank back-
ground correlation that broadly affects the entire network.
These correlated anomalies can range from short duration high
intensity effects, to longer duration lower intensity effects.
As demonstrated by our results on measured data from the
Abilene Internet2 network, both types of phenomena appear
in real data and can be detected by our second-order analysis.

We must clarify that detection of distributed patterns does
not in and of itself constitute detection of attacks — anomalies
do not necessarily imply malicious behavior. By design, our
goal is not to assign value judgements to network behavior in
order to determine whether actors are bad, nor do we provide
a long list of semantic rules for identifying malicious intent.
Rather, we sift through large amounts of raw data and pinpoint
sensors displaying unusual patterns of behavior that are out of
step with the norm.

Automated real-time detection of abnormally correlated
conditions can in turn trigger efforts to mitigate attacks, and
can invoke network management responses to better diagnose
network problems and meet quality of service targets. Fast
identification of geographically distributed sensors related to
the same abnormal condition can lead to more focused and
effective counter-measures.

The proposed algorithm helps to mitigate false alarms by
only flagging patterns that are anomalously correlated across
multiple sensors so that greater consensus is required before a
flag is raised. Our approach is similar in spirit to recent work in
collaborative anomaly detection [14], but our methods proceed
from a more mathematical, rather than empirical, perspective.

The computational core of the analysis is phrased as a
convex optimization problem that can be solved efficiently on
large datasets. The algorithm can detect anomalies even when
the data of interest is distributed across multiple databases
and is too large to aggregate at a centralized location for
processing. Recent techniques in matrix completion [2]–[4],
[15] allow for efficient analysis of large correlation matrices
that, due to constraints imposed by network topologies, may
be only partially observed.

We anticipate that the mathematical framework and algo-
rithms developed herein will be applicable to very general
classes of sensor networks including networked infrastruc-
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tures, electrical grids, computer networks, aerial surveillance
networks, disease outbreaks, and social networks. We focus on
computer networks as a motivating application area; however,
we do not make any assumptions or heuristic arguments that
are specific to computer networks. The results and exposition
in this paper extend the results reported in two conference
papers presented at the 2012 SPIE meeting [16], [17].

Our contributions include a new formulation of Robust
Principal Component Analysis that combines robustness to
noise with partial observations. Our methods uses point-wise
error constraints that allow entries of the matrix to have
different noise properties, as opposed to the standard Frobenius
norm approach that applies a single global noise constraint. We
present a stability theorem and an algorithm for addressing
noisy problems with partial observations based upon a novel
equivalent problem formulation that allows solution of the
optimization using a standard Alternating Direction Method
of Multipliers. We apply the method to second-order matrices
to detect sparsely correlated phenomena in measured data from
the Abilene Internet2 network.

The remainder of the paper is organized as follows: Sec-
tion II elaborates the underlying theory, assumptions, and
implementation of the algorithm. Results and a discussion on
the outcomes are presented in Section III. Concluding remarks
along with future directions are highlighted in Section IV. The
appendix provides proof of Theorem 2.1.

II. METHODS, ASSUMPTIONS, AND PROCEDURES

A. Theoretical Background for Matrix Decomposition

We use several matrix norms in our analysis. Let ‖·‖∗ denote
the nuclear norm: if {σ1, · · · , σm} are the singular values of
matrix A, then

‖A‖∗ :=

m∑
i=1

σi .

The two-norm, denoted ‖ · ‖, returns the largest singular value
of the operator A:

‖A‖ := max
i
σi .

We also refer to the following elementwise norms: the Frobe-
nius norm,

‖A‖F :=

√∑
ij

A2
ij ,

the one-norm,

‖A‖1 :=
∑
ij

|Aij | ,

and the inifinity-norm,

‖A‖∞ := max
ij
|Aij | .

Let 〈·, ·〉 denote the matrix inner-product,

〈A,B〉 := trace(ATB),

so that ‖A‖2F = 〈A,A〉. We introduce PΩ(A), the projection
of the matrix A onto the set of entries indexed by the indices
in the set Ω, as follows:

[PΩ(A)]ij :=

{
Aij ij ∈ Ω
0 otherwise . (1)

Also define the shrinkage operator Sε : R→ R as:

Sε(x) := sign(x) max(|x| − ε, 0). (2)

This shrinkage operator can be extended to matrix shrinkage
by applying the scalar shrinkage operator to each element of
the matrix using a matrix-valued ε. Also, we define the rank
shrinkage operator Dτ : Rm×n → Rm×n as the shrinkage
operator on singular values:

Dτ (X) := USτ (Σ)V ∗,

where X = UΣV ∗ is any singular value decomposition of X .
We use the “(·)0” subscript to denote truth, as in the true L0

and S0, and L̂ and Ŝ to denote quantities we recover from the
given data using our algorithm.

In the prototypical Principal Component Pursuit (PCP)
problem, we are given a matrix M that is formed by

M = L0 + S0,

where L0 is low-rank, S0 is sparse, and we are asked to
recover L0 and S0. As noted in [4], the matrix decomposition
problem may appear somewhat daunting. Given a full-rank
matrix M , we must tease out the underlying low rank matrix
L0, and identify the sparse anomalies introduced by S0,
without knowing a priori the true rank of L0, and without
knowing the number or locations of the nonzero entries in
S0. Furthermore, the magnitude of the few nonzero entries in
S0 may be of arbitrarily large size. These difficulties may be
further compounded by failure to observe a subset of entries in
M , and by noise that adds small errors to each of the remaining
entries.

Remarkably, Theorem 1.2 in [4] provides the following
guarantee for matrix decomposition and recovery. If
M = L0 + S0, and we are given only PΩ(M), and if
certain identifiability, rank, and sparsity conditions on L0, S0,
and Ω are met; then, with high probability the convex program:

[Principal Component Pursuit]

min
L,S
‖L‖∗ + λ‖S‖1 (3)

subject to PΩ(M) = PΩ(L+ S),

with λ =
√

m
|Ω| exactly recovers the low rank matrix L0,

as well as the entries of the sparse matrix S′0 := PΩ(S0).1

Thus, the use of the nuclear and `1 norms allows for the
decomposition of a patterned correlation matrix into low-rank
and sparse constituents using a convex program even when
the correlation matrix is only partially observed. The problem

1Technical details of the theorem place conditions on the rank of L0, the
sparsity of S0, and the size of the observed set Ω, and also requires that the
columns of L0 are incoherent — meaning far from the standard basis, and
that the nonzero entries in S0 are distributed uniformly in S.
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of minimizing rank and sparsity subject to constraints is NP-
hard. Relaxation from rank minimization to nuclear norm
minimization, and from sparsity minimization to `1-norm
minimization as indicated in the objective in (3) results in
a convex optimization problem that can be efficiently solved,
and that recovers the exact low-rank and sparse solution with
high probability.

With regard to matrix decomposition, the literature also
addresses the question of stability. Is PCP for performing
matrix decomposition into low-rank and sparse components
stable to the addition of small but dense noise? To that end,
we are interested in recovering L0 and S0 from

M = L0 + S0 + Z0, (4)

where Z0 is a dense matrix of small noise terms. In this case,
the convex program of interest is:
[Principal Component Pursuit with Frobenius Constraint]

min
L,S
‖L‖∗ + λ‖S‖1 (5)

subject to ‖M − L− S‖F ≤ δ .

We are aided by the central result of [18] that shows that the
error in the recovery of L0 and S0 in the presence of noise is
bounded by the size of the noise, δ := ‖Z0‖F .

B. Extensions of Matrix Decomposition

Our program for detecting patterns in network data will
require extending algorithms for PCP to include point-wise
error constraints and partial observations. Let ε be the matrix
of entrywise error bounds. Then, we propose to extend PCP
by solving:

[Principal Component Pursuit with Entry-wise Con-
straints]

min
L,S
‖L‖∗ + λ‖S‖1 (6)

subject to |PΩ(M)− PΩ(L+ S)| � ε

where the inequality constraint is enforced element wise.
Stability of this program is guaranteed by the following
theorem that requires incoherence conditions on L0 detailed
in Definition A.1 of Appendix A.

Theorem 2.1 (Modification of Theorem 2 in [5]): Suppose
that PΩ(M) = PΩ(L0 + S0 + Z0) in which L0 is n× n and
obeys the incoherence conditions defined in Definition A.1
with parameter µ, and that the support of S0 and Ω are both
uniformly distributed. Then, if L0, S′0, and Ω satisfy

rank(L0) ≤ ρrn

µ log2 n
and

|support(S′0)|+ |Ωc| ≤ ρsn2,

where Ωc is the set of unobserved entries in M , and ρr and
ρs are some sufficiently small positive constants; with high
probability, for any Z0 with |PΩ(Z0)| � ε, the solution (L̂, Ŝ)
to the convex program (6) with λ = 1/

√
n and ‖ε‖1 = δ

satisfies,

‖L̂− L0‖2F + ‖Ŝ − S′0‖2F ≤ Cn2δ2 ,

where C is a numerical constant.
Proof: Proof is provided in Appendix A.

C. Equivalent Formulation

Our pattern detection framework requires efficiently solving
the convex program (6). Algorithms for solving the matrix
decomposition problem for M0 = L0+S0 have been presented
in [5] and [15]; however, to our knowledge, no algorithms
have been explicitly presented for dealing with the case of
matrix decomposition with partial observations and entry-wise
inequality constraints. We have extended existing algorithms
to efficiently deal with these cases. Our method of choice
is the Augmented Lagrange Multiplier (ALM) method that
provides an iterative procedure for updating both the current
estimate for the optimal solution, and a Lagrange multiplier
that enforces the constraints. As has been noted in [6], the
iterative Augmented Lagrange Multiplier approach is signif-
icantly faster and less memory intensive than second-order
semi-definite program methods.

There is an important issue that needs to be addressed before
we can apply the ALM method. At each iteration, the ALM
method requires minimization of a Lagrangian with respect
to the decision variables L and S. Moreover, the Alternating
Direction Method of Multipliers (ADMM) requires minimiz-
ing the Lagrangian first with respect to L (with S held fixed)
and then with respect to S (with L held fixed) [19]. The issue
is that the Lagrangian associated with (6) does not allow for
a closed form optimization with respect to L as is required
for efficient convergence of the algorithm. However, we now
demonstrate how this obstacle can be overcome by introducing
a convex program that is mathematically equivalent to (6) but
still allows for direct and efficient application of the ALM
method.

Let ε̃ be defined as

ε̃ij =

{
εij ij ∈ Ω
∞ otherwise . (7)

Theorem 2.2 (Equivalent Convex Optimization): Consider
the following optimization problem:

min
L,S
‖L‖∗ + λ‖Sε̃(S)‖1 (8)

subject to M = L+ S .

Provided that each of (6) and (8) has a unique minimizer, these
two convex optimization problems are equivalent.

The proof of Theorem 2.2 rests largely on the following
lemma:

Lemma 2.3: Consider the following two optimization prob-
lems

min
L,S
‖L‖∗ + λ‖S‖1 (9)

subject to |M − L− S| � ε ,

and

min
L,S
‖L‖∗ + λ‖Sε(S)‖1 (10)

subject to M = L+ S .
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Provided that each of (9) and (10) has its own unique mini-
mizer, these two convex optimization problems are equivalent.

Proof: We prove this lemma by way of contradiction. Let

(L1, S1) = arg min
L,S
‖L‖∗ + λ‖S‖1 (11)

subject to |M − L− S| � ε,

and

(L2, S2) = arg min
L,S
‖L‖∗ + λ‖Sε(S)‖1 (12)

subject to M = L+ S

be the unique solutions to the two optimization problems (9)
and (10), respectively.

Now, consider the following three cases:

Case 1: ‖L1‖∗ + λ‖S1‖1 < ‖L2‖∗ + λ‖Sε(S2)‖1.

Consider the constrained optimization (9). Let L∗ := L1

and S∗ := M − L1. In light of the constraint in (9), it is
readily observed that

|S∗| � |S1|+ ε.

Therefore, in addition to M = L∗ + S∗, we have

‖L∗‖∗ + λ‖Sε(S∗)‖1 ≤ ‖L1‖∗ + λ‖S1‖1
< ‖L2‖∗ + λ‖Sε(S2)‖1,

which contradicts (12).

Case 2: ‖L2‖∗ + λ‖Sε(S2)‖1 < ‖L1‖∗ + λ‖S1‖1.

Consider the constrained optimization (10). Let L∗ := L2

and S∗ := Sε(S2). Then in addition to |M − L∗ − S∗| � ε,
we have

‖L∗‖∗ + λ‖S∗‖1 < ‖L1‖∗ + λ‖S1‖1,

which contradicts (11).

Case 3: ‖L1‖∗ + λ‖S1‖1 = ‖L2‖∗ + λ‖Sε(S2)‖1.

If L1 6= L2 and S1 6= Sε(S2), then as shown in 1. and
2., we can construct new solutions to both of the optimization
problems that contradict the assumption that each of these two
problems has a unique solution respectively.

Now we provide a proof of Theorem 2.2 regarding opti-
mization equivalence:

Proof: Consider the following optimization problem:

min
L,S
‖L‖∗ + λ‖S‖1 (13)

subject to |M − L− S| � ε̃ ,

where ε̃ is defined in (7). With PΩ(A) defined in (1), a proof
by way of contradiction similar to that of Lemma 2.3 shows
that (6) and (13) are equivalent provided that (13) has a unique
minimizer. Now an application of Lemma 2.3 shows that (13)
and (8) are equivalent.

By comparing (6) with (8), it should be observed that
the shrinkage operator has moved from the constraint to the
objective. Also note how the introduction of ε̃ accounts for
partial observations on the set Ω. This new formulation in (8)
results in a modified Lagrangian:

L(L, S, Y, µ) := ‖L‖∗ + λ‖Sε̃(S)‖1 + 〈Y,H〉+
µ

2
〈H,H〉 ,

(14)

where H := M − L − S encodes the equality constraint.
The key difference is that this new Lagrangian allows for
minimization with respect to both L and S in closed form
so that the ADMM can proceed efficiently.

D. Principal Component Pursuit (PCP) with Noise

Having motivated the reformulation of the convex program
(6) into (8), we now provide detailed explanation of the
algorithm for solving this latter formulation.

We refer to our algorithm for solving PCP in noisy environ-
ments using inequality constraints as eRPCA. In this acronym,
the RPCA stands for “Robust Principal Component Analysis”,
while the “e” in eRPCA is a reminder that inequality con-
straints are enforced point-wise with matrix ε.

Each iteration of the eRPCA algorithm requires an optimiza-
tion of the Lagrangian with respect to both decision variables
L and S. Using the structure of the subgradients for the ‖ ·‖1,
and ‖ · ‖∗ norms, we perform this inner-loop optimization
analytically, so that the overall optimization proceeds very
quickly.

An outline for the eRPCA algorithm is provided in Algo-
rithm 1. In Step 1, the optimal value of L (as provided by
[20]) is

L = Dµ−1(M − S + µ−1Y ) .

All that remains is to describe the function
Find_Optimal_S(M,L, ε, Y, µ) listed in the algorithm
that returns the value of S that minimizes the Lagrangian.
This will require minimizing a function of the form,
F : Rm×m → R, defined by

F (S) :=
λ

µ
‖Sε(S)‖1 − tr

(
Y T

µ
(S − (M − L))

)
+

1

2
tr
(
(S − (M − L))T (S − (M − L))

)
.

Simplifying substitutions may be made by defining α := λ
µ >

0, βij := − 1
µYij , and γij := Mij − Lij . Consequently, the

expression for F (S) can be written as:

F (S) =
∑
ij

[
α|Sεij (Sij)|+ βij(Sij − γij) +

1

2
[(Sij − γij)]2

]
.

Importantly, for each index ij, we have a grouping of three
terms that depend only on the entry Sij , and there is no
coupling between these groupings. Thus, each grouping of
three terms can be minimized independently (using straightfor-
ward algebra) and then summed together to obtain the global
minimum for each entry in S.



PAFFENROTH et al.: SPACE-TIME SIGNAL PROCESSING FOR DISTRIBUTED PATTERN DETECTION IN SENSOR NETWORKS 5

Outline for the eRPCA Algorithm:
The following constants are provided in the problem
data:
• the raw data matrix, M ′ := PΩ(M) ∈ Rm×m,
• the matrix of point wise error bounds, ε̃ ∈ Rm×m,
• the scalar weighting factor, λ ∈ R,

The algorithm will use the following internal variables:
• Y ∈ Rm×m,
• L ∈ Rm×n,
• S ∈ Rm×m,
• µ ∈ R, ρ ∈ R,
• converged ∈ {True,False}.

Initialize variables as follows: Y = 0, L = 0, S = 0,
µ = 1.25/‖M ′‖2, ρ = 1.1, and converged = False.
Then, we begin the following iteration:
While (not converged):
1. Update the values of L and S:

L = Dµ−1(M ′ − S + µ−1Y )
S = Find_Optimal_S(M ′, L, ε̃, Y, µ)
(Described in the text.)

2. Update the Lagrange multipliers:
Y = Y + µ(M ′ − L− S)

3. Check for convergence:
∆ = ‖M ′ − L− S‖F /‖M ′‖F
If(∆ < tol):

converged = True
Return L̂ = L, Ŝ = Sε̃(S), Ẑ = M − L̂− Ŝ

Algorithm 1: eRPCA

E. Correlated Time Series Analysis

Consider a sensor network in which each of the Ns nodes
is a sensor measuring a real vector-valued time series. In the
sense of Information Assurance on a computer network [21],
[22], the measured time series might represent port activity,
CPU load, packet rates, password failures, etc. Thus, the i-th
sensor collects a vector-valued measurement of dimension li
and duration n. We then construct a signal matrix Y ∈ Rm×n
by concatenating all the vector-valued time series from all the
nodes where the number of rows in Y is m =

∑Ns

i=1 li, and
the number of columns in Y is the number of discrete time
intervals for which data were collected. The matrix Y therefore
has rows that are time traces of a particular quantity of interest
(the CPU load of node i, for example), and has columns that
are spatial snapshots of the state of the network at a particular
time.

For ease of exposition, we will consider normalized data
matrices where

Y = (n− 1)−
1
2 diag[σ−1

1 , · · · , σ−1
m ]
(
Ỹ − µỸ 1T

)
for some original raw data matrix Ỹ with row-wise mean µỸ ∈
Rm×1, and row-wise standard deviation σỸ ∈ Rm×1, and 1 ∈
Rn×1 is a vector of all ones. For the normalized data matrix,
Y , the sample Pearson correlation matrix can be written as
Y Y T [23].

F. Latent Signal Models

We argue that if the network data Y is patterned (meaning
that a sparse subset of nodes exhibits an anomalous corre-
lation), then Y Y T may be modeled as Wishart Wm(M0, n),
with M0 a structured matrix of the form

M0 = L0 + S0 + Σ0, (15)

where the matrix L0 is low-rank, the matrix S0 is sparse,
and the matrix Σ0 is diagonal. Performance guarantees for
PCP require that Y Y T be the sum of low-rank and sparse
matrices, but no Wishart matrix has this property. Thus, we
require modifications to PCP to allow for point-wise inequality
constraints to accommodate the Wishart fluctuations of Y Y T

around the matrix M0.
The structure of the correlation matrix M0 given in (15) is

based on our ansatz that the first-order matrix Y obeys the
following latent time series model:

Y = AU +BV +N, (16)

under the assumption that U , V , and N are independent Gaus-
sian matrices loaded with normal N (0, 1) random variables.
Then, Y Y T is Wishart Wm(M0, n) with

M0 = AΣUUA
T +BΣV VB

T + ΣNN , (17)

for diagonal matrices ΣUU , ΣV V , and ΣNN . If A is low-rank
and B is sparse, then M is the sum of a low-rank matrix L0 :=
AΣUUA

T , sparse matrix S0 := BΣV VB
T , and a diagonal

matrix Σ0 := ΣNN . This is the model we would like to fit to
Y Y T , with point-wise error constraints allowing for Wishart
fluctuations.

The decomposition model in (16) states that Y is a linear
combination of mutually uncorrelated time traces that repre-
sent the core contributing sources to each of the measured
time series. Our approach is to simultaneously determine those
nodes whose behavior is well-explained by the behavior of
all their peers, as well as those nodes that appear to be
simultaneously affected by an unusual underlying process that
is outside the mainstream.

Classically, Principal Component Analysis (PCA) provides
the best low-rank approximation (in the sense of the Frobenius
norm) to a given matrix [24]. Unfortunately, it is well-known
that PCA suffers when outliers are present — a single outlier
can skew the approximated low-rank subspace arbitrarily far
away from the true low-rank subspace [25]. Principal Compo-
nent Pursuit allows for careful teasing apart of sparse outliers
so that the remaining low-rank approximation is faithful to the
true low-rank subspace describing the raw data [4], [5], [15].

At first blush, one may attempt to apply PCP directly to
the first order data matrix Y . There are, however, several
advantages to analyzing the second order correlation matrix,
Y Y T , instead. First, for many problems of interest, m� n so
that the matrix Y Y T is much smaller in size than the matrix
Y . This is advantageous in cyber domains [21], [22] where it
is infeasible to communicate the entire data matrix Y across
the network. Second, studying Y Y T provides some measure
of noise mitigation as compared to studying Y . For example,
if N consists of uncorrelated and identically distributed draws
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from a zero mean, unit variance Gaussian distribution, then
1
nNN

T is Wishart Wm(I, n) with diagonal entries of unit
mean and variance 1

n , and off-diagonal entries of zero mean
and variance 1

n . In effect, the matrix ΣNN is an identity matrix
with Wishart fluctuations that are smaller than the fluctuations
in the original data Y .

Our analysis decomposes M = Y Y T into a low-rank part
that indicates the presence of a pervasive low-dimensional
pattern affecting the entire network, and a sparse part that
indicates sparse correlations between a few nodes that are
anomalous when compared to the ambient background cor-
relation.

In this approach, the role of the projection operator, PΩ,
bears further comment. Recall from our earlier discussion on
the latent signal model that the error matrix Z0 is Wishart
Wm(ΣNN , n) for diagonal matrix ΣNN . Any point-wise con-
trol of the entries in Z0 should allow for larger point-wise
errors on the diagonals where ΣNN is large. Since ΣNN is
unknown, we proceed by removing the diagonal entries from
consideration by adding the diagonal to the set of unobserved
entries in Ω. That is, we expect M to be close to the sum
of a low-rank matrix and a sparse matrix on the off-diagonal
entries and allow the matrix completion algorithm to provide
the unknown entries on the diagonal.

In the context of sensor networks, the introduction of entry-
wise error control in (6) is motivated by the reality that we may
receive data from heterogeneous sensors, and consequently, we
may wish to ascribe different error tolerances to each sensor,
each sensor pair (for the second-order matrix), or to each
individual measurement.

We emphasize that the proposed algorithm is intended to
reveal anomalous temporal correlations between time signals;
a situation where the signals at a small number of nodes
all contain a component that is not felt anywhere else on
the network. Large values in Ŝ returned by the algorithm
indicate that during the time interval under examination, a
sparse correlation occurred on that set of sensors. Moreover,
the algorithm cannot identify at which moment during that
time interval the anomaly occurred. Indeed, the anomaly
detected by the algorithm may arise from a diffuse signal that
occurs unobtrusively throughout the entire time interval and is
therefore not localized in time.

III. RESULTS AND DISCUSSION

A. Tests on Synthetic Data

To judge the performance of our algorithm we compare it
to the Frobenius norm based formulation (5) presented in [5].
We closely follow the test procedure in [5] by constructing a
noise matrix Z0, a low-rank matrix L0, and a sparse matrix
S0 as follows. The noise matrix Z0 ∈ Rn×n has entries which
are i.i.d. N(0, σ2) for a prescribed noise standard deviation σ.
We construct the rank-r matrix L0 = U0V0 using U0 ∈ Rn×r
and V0 ∈ Rr×n with i.i.d. entries from N(0, σ2

n) where, as in
[5], we choose σn = 10 σ√

n
. As noted in [5], this choice for σn

makes the singular values of L0 large compared to the singular
values of Z0. Finally, we construct the sparse anomaly matrix
S0 ∈ Rn×n with independently distributed entries, each being

zero with probability 1 − ρs, and uniform i.i.d. in the range
[−5, 5] with probability ρs.

To compare (5) and (6), we use an accelerated proximal
gradient method [26] to solve a dual version of (5) as

min
L,S
‖L‖∗ + λ‖S‖1 +

1

2µd
‖M − L− S‖2F (18)

(see [5] for details), and Algorithm 1 for solving (6).
As we use a fast ADMM method for (6), the computational

cost of our method is quite competitive when compared to the
proximal gradient method for (5). Quantitative comparisons
of computational time are somewhat difficult, as the proximal
gradient solver we use it written in Matlab [26] and our
ADMM solver is written in C++. On a virtual machine using
a 2 GHz QEMU Virtual CPU version 1.0 processor, the run
time for the two algorithms is generally within a factor of
two of each other, with the more efficient algorithm changing
based upon the exact problem one is solving. For one example,
the ADMM algorithm uses approximately 42 seconds of CPU
time, while the proximal gradient algorithm uses approxi-
mately 69 seconds. On another example, the ADMM algo-
rithm uses approximately 43 seconds of CPU time, while the
proximal gradient algorithm uses approximately 25 seconds
of CPU time. Of course, these numbers vary based upon the
iteration count for the two algorithms. The most expensive
computation for both algorithms is an SVD decomposition at
each iteration, so it is not surprising that their computational
costs are similar. We also observe both algorithms can be
accelerated using partial SVD algorithms.

Both (5) and (6) require judicious choice of parameters to
recover L0 and S0 well. In particular, the dual version of
(5) requires a choice of coupling constant, µd, between the
objective and the Frobenius constraint, and we follow [5] by
choosing µd =

√
2nσ. Similarly, Algorithm 1 requires choice

of the point-wise constraint matrix ε̃. The goal of Algorithm
1 is to allow the user flexibility in setting ε̃ based upon the
structure of the problem. In particular, the user may set every
entry of ε̃ differently to encode the knowledge they have of
their problem. As (5) does not afford this flexibility we, for
the moment, choose a fixed value for all of the entries in ε̃ as
ε̃ij = 0.67σ. In this way, half of the total probability mass for
the Gaussian noise is in the range [−ε̃ij , ε̃ij ] and half of the
probability mass is outside that range.

Figure 1 shows a comparison between (5) and (6). As in
[5], we choose n = 200, σ = 0.1, and ρs = 0.2 as our base
case. To judge the performance of the algorithms, we use the
RMS error of the recovered L̂ and Ŝ as ‖L0 − L̂‖F /n and
‖S0− Ŝ‖F /n respectively. Figure 1a shows the recovery error
as σ varies and Figure 1b shows the recovery error as ρs
varies. As can be observed, the point-wise algorithm performs
quite closely to the Frobenius algorithm over the range of
parameters tested. Perhaps the point-wise algorithm is slightly
better in recovery of S0 and slightly worse in the recovery of
L0, but neither algorithm is clearly superior.

It is interesting to note that, as defined above, µd and ε̃
both depend on knowledge of the noise level σ, which is
perhaps difficult to judge in measured data. Accordingly, we
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(a) σ (b) ρs

Fig. 1. These figures show the RMS error in the recovery of L0

and S0, as a function of σ on the left and ρs on the right, when
the correct σ is reported to both the Frobenius algorithm and the
point-wise algorithm.

have generalized the testing procedure in [5] by considering
the sensitivity of the algorithms to inaccurately known noise.

Figure 2 shows a similar experiment to Figure 1 except the
true σ is twice as large as the σ reported to the algorithm for
setting µ or ε̃. In this case, the two algorithms are also roughly
equivalent. The idea is that the noise is sufficiently large so
that neither constraint can properly account for it. Accordingly,
the noise corrupts both L̂ and Ŝ for both algorithms.

(a) σ (b) ρs

Fig. 2. These figures show the RMS error in the recovery of L0

and S0, as a function of σ on the left and ρs on the right, when
an incorrect σ is reported to both the Frobenius algorithm and the
point-wise algorithm. In this case the actual noise is two times larger
than what would be indicated by the reported σ.

Figure 3, on the other hand, tells a different story. Figure 3
is again a similar experiment to Figure 1 except, in this case,
the true σ is half the size of the σ reported to the algorithms
for setting µ or ε̃. In this case, the recovery of L0 is roughly
equivalent between the two algorithms, but the recovery of S0

is appreciably better for the point-wise constraint. Since the
Frobenius constraint is a global error measure, the freedom
it provides can be used to both ameliorate noise and to
mask entries in S0 globally. The point-wise error budget,
on the other hand, is specified for each entry of the matrix
individually. Accordingly, any entry S0ij that is larger than
ε̃ij cannot be masked by the error constraint, no matter how
small the noise happens to be in other entries.

We now observe that the point-wise constraints in (6) can
be used to encode additional information that goes beyond
having a constant ε̃. In Figure 4, we show an example
where the noise σ actually varies from entry to entry in the
matrix. For this example, we think of each entry as a sensor
measuring some quantity of interest. The sensors have different

(a) σ (b) ρs

Fig. 3. These figures show the RMS error in the recovery of L0

and S0, as a function of σ on the left and ρs on the right, when
an incorrect σ is reported to both the Frobenius algorithm and the
point-wise algorithm. In this case, the actual noise is half the size of
what would be indicated by the reported σ.

known noise characteristics and we wish to avail ourselves of
this information. In particular, 90% of the entries have the
indicated σ value, while the remaining 10% have a σ which is
sixteen times larger (but is still not large with respect to L0).
Unlike the point-wise algorithm, the Frobenius-constrained
algorithm is not designed to utilize this auxiliary knowledge.
Therefore, it is not surprising that the Frobenius algorithm has
difficulty recovering S0 since it has no way to discriminate
between high noise and low noise sensors.

Fig. 4. This figure shows the RMS error in the recovery of L and S in
a case where the noise changes for different entries. Ninety percent
of the entries have the indicated σ value, while the remaining ten
percent have a σ which is sixteen times larger. Unlike the point-wise
algorithm, the Frobenius algorithm does not utilize this knowledge.

B. Suggestions for choosing ε̃

The previous section showed a comparison between the
point-wise and Frobenius constraints on problems with Gaus-
sian noise using Frobenius norm metrics. One of the key
parameters in the point-wise algorithm is ε̃, and choosing
ε̃ = 0.67σ provides a competitive algorithm. On the other
hand, our common usage of the point-wise algorithm has
somewhat different goals, so here we will provide some
suggestions as to how the algorithm might be used.

Classically, the goal of matrix recovery algorithms is to
recover L0 by removing the corruptions introduced by S0.
We take the opposite approach. As discussed in Section II-F,
we consider the low rank L0 to be generated by a collection
of ubiquitous background processes that mask the sparsely
correlated anomalies in S0 that we seek to uncover. This focus
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can be be seen in the previous section, where our recovery of
S0 is almost always better using the point-wise error constraint
instead of the Frobenius constraint.

Furthermore, we are often less concerned about the values
in the recovered Ŝ than we are about detecting the support of
S0. As we will demonstrate in the next section, the support
of Ŝ in our second-order matrices is indicative of the sparse
correlations that we wish to detect. With this in mind, in
our work we often choose ε̃ to be quite large. The idea is
to capture the majority of the noise in the error constraint,
thereby making the support of Ŝ less contaminated by noise.
Of course, there is a trade-off. An ε̃ which is very large for
many entries of M0 not only ameliorates the noise, it also
allows L̂ to stray far from L0. Accordingly, our heuristic is
to choose ε̃ larger than our estimate for the noise, but not so
large that it tends to dominate L0.

C. Tests on Measured Data
In this section, we apply our algorithms for detecting

anomalies to time traces recorded from the Abilene Internet2
network backbone [27]. The geographical location of the
nodes that participate in the Abilene network can be found
in the map shown in Figure 5(c). Specifically, we use Abilene
data collected over a period of 350 days that records packet
throughput over one hour intervals for 28 links. Accordingly,
our full data set is 24 · 350 = 8400 measurements over
each of the 28 links. We divide that data into 25 two week
windows and examine each window individually, giving rise
to a collection of matrices {Yi ∈ R28×336, i ∈ N, 1 ≤ i ≤ 25}.

To demonstrate our algorithms, we attempt to detect native
patterns in the Abilene data using only a second-order analysis
of each of the YiY

T
i . Since the Abilene data is not labeled

with anomalies, we then allow ourselves to cross-validate our
second-order analysis by an a posteriori examination of the
first-order data. Interestingly, this test is close to our view of
the intended fielded usage of our work. We view our approach
as a pre-processing step that automatically detects anomalous
sensors in voluminous real world data, and then presents to
the user a condensed view of the network performance and
anomalies that highlights areas that require further analysis.
False alarms are mitigated since each anomaly is only detected
and reported when it occurs at multiple sensors.

Distributed patterns can be detected in several places in
the raw Abilene data. The first example of such a pattern is
shown in Figure 5. In this case, our methods detected that three
Abilene links experienced an anomaly over the course of the
two week window without any predefined pattern template.
Further examination of the the first order data reveals an
anomaly that appeared over the course of a three day period.
We are able to isolate the sensors experiencing this pattern
using only second order information.

In the second example shown in Figure 6, the data set
happens to contain two separate anomalies. The inference that
these are two different events is evinced by the fact that each
pair of nodes are sparsely correlated with each other, but there
is no sparse correlation between the two pairs.

These anomalies were detected using a very special pro-
jection operator PΩ. Recall that the entries of M are the

correlations of each pairing of time series produced at all
the nodes. In order to fully observe M , one must compute
a correlation for every pair of rows in Y even if the nodes
are widely separated in the network. On the other hand, a
partially observed M can be produced using only time series
that exist at neighboring nodes in G. The time series in the
Abilene data happen to correspond to packet rates across uni-
directional Internet links. Therefore, each node possesses the
time series for every link that either originates or terminates
at that node, and consequently, a partially observed M can be
computed without the transmission of any time series. This is
precisely the PΩ used for the analysis in Figure 6. Each node
uses only the transmitted or received time series it already has
on hand based upon its normal operating procedure. Note, the
results of the distributed correlations still need to be collected
at some central node for processing, but as m � n, and a
correlation coefficient is a single scalar, the size of this dataset
is small when compared to the original time series.

This idea allows us to recover L0 and S0 using only those
entries in M that can be computed locally. In other words,
every correlation we used was available at some sensor on
the network without requiring the communication of any ad-
ditional time series information. The algorithm only required
a highly compressed form of the data natively available on
the network, and was therefore extremely efficient in its use
of network resources.
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(a) The sparse correlation matrix Ŝ.
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(b) The signals in the raw data.

(c) The map of the connectivity of
the Abilene network with the detected
pattern highlighted.

Fig. 5. Here we show an example of a pattern detected in raw Abilene
data. (a) A sparse Ŝ matrix computed by way of the eRPCA algorithm
with strong off-diagonal entries. (b) The three corresponding time
series on top with a fourth uncorrelated time series on the bottom
for reference. The pattern that has been detected is the three day
traffic anomaly highlighted by the black ovals. Neither the form of
the pattern (a three day traffic anomaly) nor the actual time series
were needed for the analysis. As indicated in (c), the anomalous links
form a continuous directed path from Indianapolis to Washington,
D.C.
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(a) The sparse correla-
tion matrix Ŝ.

(b) The signals in the
raw data.

(c) The support of the
PΩ used in this calcu-
lation.

Fig. 6. Here we show another example of a pattern detected in raw
Abilene data. (a) A sparse Ŝ matrix computed by way of the eRPCA
algorithm again with strong off-diagonal entries. Two pairs of the
sparse anomalies are labeled with red and blue circles. (b) The two
pairs of times series corresponding to the labeled anomalies in (a),
with the same color scheme. (c) The PΩ used for this calculation.
Every inner product needed to form Y Y T was available at some
sensor on the network without requiring the communication of any
additional time series information

IV. CONCLUSIONS AND FUTURE DIRECTIONS

We have presented a mathematical framework for detecting
anomalous correlations on networks. We have derived an
algorithm for decomposing raw data into its pattern primitives
— a low-rank description of network-wide influences, as well
as a sparse description of anomalous correlations influencing
a few nodes.

As a final remark, we note that our current work applies
matrix decomposition methods to the correlation matrices of
the form Y Y T , but there is nothing preventing the application
of these ideas to a much wider problem domain. In particular,
further efforts will extend the linear relationships implied by
the correlation matrix to fully nonlinear similarity models
that describe arbitrary functional dependence. Examples of
other possible similarity measures include mutual information
[28], kernel maps [29], copulas [30], and maximal information
coefficients [31].
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APPENDIX
PROOF OF THEOREM 2.1

The proof of Theorem 2.1 follows very closely the proof of
Theorem 2 in [5] for the case of a Frobenius norm constraint.
Even so, the main architecture of the proof of Theorem 2.1 is
provided here for completeness. The proof considers the case
of fully observed matrices, and then a simple argument extends
the result to partially observed matrices with tight require-
ments on sparsity. Throughout the proof we use the notation
PA to denote the projection operator onto the subspace A.

We begin by stating the definition for incoherence as given
in [18]. Recovery will be dependent on the matrix L0 being
sufficiently incoherent.

Definition A.1 (Incoherence conditions): Write the singular
value decomposition of L0 ∈ Rn×n as

L0 = UΣV ∗ =

r∑
i=1

σiuiv
∗
i ,

where r is the rank of the matrix, σ1, · · · , σr are the singular
values, and U = [u1, · · · , ur], V = [v1, · · · , vr] are the matri-
ces of left- and right-singular vectors. Then, the incoherence
parameter µ states that

max
i
‖U∗ei‖2 ≤

µr

n
, max

i
‖V ∗ei‖2 ≤

µr

n
, (19a)

and

‖UV ∗‖∞ ≤
√
µr

n
. (19b)

Corollary 2.7 in [18] uses this incoherence condition along
with Theorem 4.1 in [2] to establish that with high proba-
bility, ‖PΨPT ‖ ≤ 1/2 where Ψ is the subspace of matrices
supported on support(S0), and T is the subspace of matrices
with the same row space or column space as L0.

Next, [18] shows that if a certificate W with specific
properties can be provided, then the true solution (L0, S0)
is the optimal solution of the convex program

min
L,S
‖L‖∗ + λ‖S‖1 (20)

subject to L+ S = M.

Lemma A.2 (Lemma 3 in [5], Lemma 2.5 in [18]):
Assume ‖PΨPT ‖ ≤ 1/2, and take λ < 1. Suppose that there
exists W such that

W ∈ T⊥
‖W‖ < 1/2
PΨ(UV ∗ − λsgn(S0) +W )‖F ≤ λ/4
‖PΨ⊥(UV ∗ +W )‖∞ < λ/2 .

(21)

Then, the pair (L0, S0) is the unique optimal solution to (20).
Proof: Proof is provided in section 2.3 in [18].

In the next important step, Lemma 2.8 and Lemma 2.9 in
[18] show that, with high probability, the necessary certificate
W = WL + WS can be constructed using the “golfing
scheme” described in [32]. Importantly, the construction of
this certificate does not depend on the form of the constraint
in (20); it depends only on the properties of L0 and S0.

The main result from [18] that we will need for the proof
of Theorem 2.1 is the guarantee that with high probability a
dual certificate W satisfying (21) can be constructed.

We will also need two more Lemmas proved in [5]. First,
to set notation, we say that for any matrix pair X = (L, S):

‖X‖� := ‖L‖∗ + λ‖S‖1 ,

and

PΓ(X) :=

(
L+ S

2
,
L+ S

2

)
.

Lemma A.3 (Lemma 5 in [18]): Assume that ‖PΨPT ‖ ≤
1/2 and λ ≤ 1/2. Suppose that there exists a dual certificate
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W satisfying (21) and write Λ = UV ∗ + W . Then for any
perturbation, H = (HL, HS) obeying HL +HS = 0,

‖X0 +H‖� ≥‖X0‖� + (3/4− ‖PT⊥(Λ)‖) ‖PT⊥(HL)‖∗
+ (3λ/4− ‖PΨ⊥(Λ)‖∞) ‖PΨ⊥(HS)‖1 .

Lemma A.4 (Lemma 6 in [18]): Suppose that ‖PTPΨ‖ ≤
1/2. Then for any pair X := (L, S),

‖(PT × PΨ)(X)‖2F ≤ 4‖PΓ(PT × PΨ)(X)‖2F .

We are now prepared to state our main proposition:
Proposition A.5 (Modification of Proposition 4 in [5]):

Assume ‖PΨPT ‖ ≤ 1/2, λ ≤ 1/2, and that there exists a
dual certificate W satisfying (21). Let X̂ = (L̂, Ŝ) be the
solution to (6), and X0 := (L0, S0); then X̂ satisfies

‖X0 − X̂‖F ≤ (8
√

5n+
√

2)δ .

Proposition A.5 implies Theorem 2.1, since under the con-
ditions of Theorem 2.1, the results cited in [18] show that with
high probability there indeed exists a dual certificate W that
satisfies (21), and Corollary 2.7 of [18] proves ‖PΨPT ‖ ≤ 1/2
as well. Importantly, we see that we can very quickly use
this result to demonstrate stable recovery for the case of a
partially observed M0. We do so by regarding the unobserved
entries of M0 as corruptions (non-zero entries in S0), and then
applying the theorem for fully observed matrices where the
requirements on the sparsity of the support of S0 must also
include the support of the unobserved entries.

Finally, we proceed to the proof of Proposition A.5 which
uses the same arguments as [5].

Proof: Our algorithm is stable if the error difference
between truth, X0 := (L0, S0), and our recovery, X̂ := (L̂, Ŝ),
is bounded by the size of the noise. To quantify this error, we
define

H := (HL, HS) := X̂ −X0 .

Since X̂ minimizes the optimization problem in (6), and X0

is also a feasible solution to the optimization, it is necessarily
true that

‖X̂‖� ≤ ‖X0‖� . (22)

Second, using the triangle inequality,

‖L̂+ Ŝ − L0 − S0‖F ≤ ‖L̂+ Ŝ −M‖F + ‖L0 + S0 −M‖F
≤ ‖L̂+ Ŝ −M‖1 + ‖L0 + S0 −M‖1
≤ ‖ε‖1 + ‖Z0‖1
≤ 2δ . (23)

Our end goal is to bound the size of

‖H‖2F = ‖HL‖2F + ‖HS‖2F = ‖L̂− L0‖2F + ‖Ŝ − S0‖2F

by a term that goes to zero as the size of the noise goes to
zero. To achieve this, we seek to control

‖H‖2F = ‖HΓ‖2F + ‖HΓ⊥‖2F .

We begin by bounding the first term using (23) as follows:

‖HΓ‖2F =

∥∥∥∥HL +HS

2

∥∥∥∥2

F

+

∥∥∥∥HL +HS

2

∥∥∥∥2

F

=
1

2
‖HL +HS‖2F

=
1

2
‖L̂− L0 + Ŝ − S0‖2F

≤ 2δ2 . (24)

All that remains is to bound the term ‖HΓ⊥‖2F . Again, we
divide this term into two terms using orthogonal projections:

‖HΓ⊥‖2F =‖(PT × PΨ)(HΓ⊥)‖2F
+ ‖(PT⊥ × PΨ⊥)(HΓ⊥)‖2F , (25)

and bound the terms independently.
First, consider ‖(PT⊥ × PΨ⊥)(HΓ⊥)‖2F . Let W be a dual

certificate satisfying (21). Then, Λ := UV ∗ + W obeys
‖PT⊥(Λ)‖ ≤ 1

2 and ‖PΨ⊥(Λ)‖∞ ≤ λ
2 . By the triangle

inequality, and the bound ‖X̂‖� ≤ ‖X0‖� obtained in (22),
we have

‖X0 +HΓ⊥‖� ≤ ‖X0 +H‖� + ‖HΓ‖�
= ‖X̂‖� + ‖HΓ‖�
≤ ‖X0‖� + ‖HΓ‖� . (26)

Also, by Lemma A.3, we have

‖X0 +HΓ⊥‖�
≥‖X0‖� + (3/4− ‖PT⊥(Λ)‖)‖PT⊥(HΓ⊥

L )‖∗
+ (3λ/4− ‖PΨ⊥(Λ)‖∞)‖PΨ⊥(HΓ⊥

S )‖1
≥‖X0‖� + (3/4− 1/2)‖PT⊥(HΓ⊥

L )‖∗
+ (3λ/4− λ/2)‖PΨ⊥(HΓ⊥

S )‖1
≥‖X0‖� + 1/4‖PT⊥(HΓ⊥

L )‖∗ + λ/4‖PΨ⊥(HΓ⊥

S )‖1 (27)

where we have used the assumptions ‖PT⊥(Λ)‖ ≤ 1
2 and

‖PΨ⊥(Λ)‖∞ ≤ λ
2 . Rearranging (27) yields

1/4‖PT⊥(HΓ⊥

L )‖∗ + λ/4‖PΨ⊥(HΓ⊥

S )‖1
≤ ‖X0 +HΓ⊥‖� − ‖X0‖� . (28)

Taking the inequalities in (26) and (28) together implies that

‖PT⊥(HΓ⊥

L )‖∗ + λ‖PΨ⊥(HΓ⊥

S )‖1 ≤ 4‖HΓ‖�. (29)

Note that by definition of HΓ,

‖HΓ‖F =

(∥∥∥∥HL +HS

2

∥∥∥∥2

F

+

∥∥∥∥HL +HS

2

∥∥∥∥2

F

) 1
2

=
√

2

∥∥∥∥HL +HS

2

∥∥∥∥
F

=
√

2
∥∥HΓ

L

∥∥
F

=
1√
2

(∥∥HΓ
L

∥∥
F

+
∥∥HΓ

S

∥∥
F

)
, (using HΓ

L = HΓ
S )

so that we can write,∥∥HΓ
L

∥∥
F

+
∥∥HΓ

S

∥∥
F

=
√

2‖HΓ‖F . (30)
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Therefore,

‖(PT⊥ × PΨ⊥)(HΓ⊥)‖F
≤ ‖PT⊥(HΓ⊥

L )‖F + ‖PΨ⊥(HΓ⊥

S )‖F
≤ ‖PT⊥(HΓ⊥

L )‖∗ + λ
√
n‖PΨ⊥(HΓ⊥

S )‖1
≤ 4
√
n‖HΓ‖� (using (29))

= 4
√
n(‖HΓ

L‖∗ + λ‖HΓ
S‖1)

≤ 4n(‖HΓ
L‖F + ‖HΓ

S‖F )

= 4
√

2n‖HΓ‖F ≤ 8nδ , (using (30) and (24))

from which we may write

‖(PT⊥ × PΨ⊥)(HΓ⊥)‖2F ≤ 64n2δ2 . (31)

Now, we proceed to derive a bound for the first term in (25).
By Lemma A.4,

‖(PT × PΨ)(HΓ⊥)‖2F ≤ 4‖PΓ(PT × PΨ)(HΓ⊥)‖2F . (32)

Also, since

PΓ(HΓ⊥) = 0 = PΓ(PT × PΨ)(HΓ⊥) + PΓ(PT⊥ × PΨ⊥)(HΓ⊥)

implies

PΓ(PT × PΨ)(HΓ⊥) = −PΓ(PT⊥ × PΨ⊥)(HΓ⊥),

we have

‖PΓ(PT × PΨ)(HΓ⊥)‖F = ‖PΓ(PT⊥ × PΨ⊥)(HΓ⊥)‖F
≤ ‖(PT⊥ × PΨ⊥)(HΓ⊥)‖F .

(33)

Combining the previous two inequalities in (32) and (33), we
have

‖(PT × PΨ)(HΓ⊥)‖2F ≤ 4‖(PT⊥ × PΨ⊥)(HΓ⊥)‖2F ,

which together with (31) yields

‖(PT × PΨ)(HΓ⊥)‖2F ≤ 4 · 64n2δ2 . (34)

Combining the bounds obtained in (31) and (34), we have

‖HΓ⊥‖2F = ‖(PT × PΨ)(HΓ⊥)‖2F + ‖(PT⊥ × PΨ⊥)(HΓ⊥)‖2F
≤ 4 · 64n2δ2 + 64n2δ2

= 5 · 64n2δ2 . (35)

Finally, using (24) and (35), the bound on the total error
becomes

‖H‖2F = ‖HΓ‖2F + ‖HΓ⊥‖2F
≤ 2δ2 + 5 · 64n2δ2 (36)

which yields

‖X0 − X̂‖F = ‖H‖F
≤
√

2δ2 + 5 · 64n2δ2 (by (36))

≤ (
√

2 + 8
√

5n)δ ,

and we have shown that the error term is bounded linearly in
δ as desired for Proposition A.5.
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